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@ View exposed by Virtual Machine Monitor is at low-level

@ There is no abstraction and no APls

@ Need to reconstruct the guest-OS abstraction
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Example: Inspect pids of Guest Memory from VMM

32-bit General-Purpose Registers

EAX ER 00001800 eb 40 1b 02 63 74 00 fO 00 00 00 00 00 00 00 00
EBX Esp 00001810 00 00 00 00 80 00 00 00 00 00 00 00 00 00 00 00
Eox =0 00001820 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
EoX = 00001830 00 00 00 00 00 00 00 00 10 76 16 cc 00 00 00 00
00001840 00 19 66 8c d0 50 b8 08 00 00 00 66 8e dO 53 8b

00001850 d9 Ff 2d 19 02 00 00 OF 20 cO OF ba O 1f OF 22

16-bit Segment Registers 00001860 CO eb 00 b9 80 00 00 cO OF 32 OF ba f0 08 OF 30

EFLAGS Es 00001870 OF 20 e0 OF ba O 05 Of 22 e0 60 9c 8b d3 cl ea
FS 00001880 04 89 a3 76 02 00 00 OF 01 83 80 02 00 00 OF 01

T es | 00001890 8b 88 02 00 00 8b 8b 3c 00 00 00 Ob c9 74 12 8b

000018a0 b3 38 00 00 00 8b fb 81 c7 00 30 00 00 2b 9 f3
000018b0 a4 Of 01 9b 90 02 00 00 OF 01 93 68 02 00 00 66
000018c0 b8 10 00 66 8e d8 66 8e cO 66 8e dO 66 8e e0 66

00100f60 00 00 00 00 00 00 00 00 00 fO ff 5d 76 e3 f0 2F
00100f70 93 c9 a4 1d f9 48 be f8 6¢ c7 1d 92 4c le 6e 35
00100f80 b4 f8 1b ae f6 69 e8 cO b7 34 74 al 4e 5a a7 93
00100F90 97 2f f3 47 cf d7 10 df f0 d6 e3 9b f5 cf a9 23
00100fa0 cd 9f 87 4f 37 7f le f1 fe dc 7d b9 9 f3 7b ef
00100fb0 cf 95 bf 94 3f 8d 63 9a cc 8a 36 5b 56 7b d2 76
00100fcO b6 d9 ad ee 61 f6 90 a4 2c 2b 54 66 37 de 3d a9
00100fd0 b9 d9 67 37 le 7a b5 ce ef Oc 58 ee 4d 30 dO 9b
00100fe0 cO 6e bc e7 3d f3 e7 d0O 9a bf a4 82 1b c7 9c f1
00100Ff0 db 66 2b d8 38 cb 2a 91 80 ad 7d 25 d8 Oa e5 db

Virtual Machine Monitor Layer
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Example: Inspect pids of Guest Memory from VMM

In Kernel 2.6

o = ) Q0001600 s 40 1b 02 63 74 00 10 0000 00 00 00 00 00 00 1.5 struct task_struct {
o e T aamiah 555 %5 55 50 00 0o on oo oo oo oo 5 59 00
o o 1 e 5550505050 %0 00 0o on oo oo oo 0 55 35 00
) | o b e 55550 50 50 %0 00 oo 30 7a 16 oo 0 5 35 0 000
—— - R ]
Goncichn db ¥ 30 19 03 50 00 of 50 00 of bu 10 17 o7 55 ) .
e s gt Concio 5 e 5 5 95 50 00 <0 of 52 of ba 1o o or 3 [188] pid_t pid;
EFiAGS U 3 €8 001870 OF 20 €0 Of ba f0 05 OF 22 €0 60 9c 8b d3 cl ea . - —_ 4
s r ] [ Gaioiam o 8 as 6 08 % 00 of o1 53 50 o oo oo of o1 )
- | os || 00001890 8b 88 02 00 00 8b 80 3c 00 00 00 Ob 9 74 12 8b <! € [192] ld t t ld'
o N2 U/ oooioao s 36 00 00 00 B 1 81 c7 00 30 00 00 20 fo 13 1 6.1 o701+ P g 7
Goochon 52 o 58 50 99 53 50 00 oF ov 53 60 o3 o0 te &3 i
Goociocs 5 50 55 50 50 4 00 o0 %0 08 00 oo ce oo co an | NN
DISK CPU, RAM 0010060 00 00 0O 00 00 00 00 00 0 ff 50 76 3 f0 2f ../ . t .

52 60 0 10 19 40 356] d d;
~ b4 T LAtz uia_ ulid;
) o3 : &l ) .

EEA A : 360 d d;

ERAES fede uld_t euid;

o ;
Coroon e i : C 3.
o e e : 364] uid_t suid;
ohoor R R RO NN G R

[

[

[
Virtual Machine Monitor Layer [368] uid_t fsuid;
[372] gid_t gid;
[376] gid_t egid;
[380] gid_t sgid;
[384] gid_t fsgid;
[428] char comm[16];
}
SIZE: 1408
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Example: Inspect pids of Guest Memory from VMM

o ) 3 00001800 @b 40 1b 02 63 74 00 0. 00 00 00 0D 00 0O 00 00
enx | v | 00001810 00 00 00 00 &0 0D 00 00 00 00 0D 0D 00 0O 00 00
= L { 00001620 00 00 0D 00 00 0D 00 00 00 00 0D 0D 00 0O 00 00
wox 1 - 4 00001830 00 00 0D 00 00 0D 00 00 10 76 16 cc 00 0O 00 00
00001640 00 19 66 8¢ dD 50 b3 0B 00 00 0D 66 8o d 53 8b | f..P.....T..5
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ercs 1] 01670 OF 20 €0 OF ba f0 05 OF 22 €0 60 S¢ 8 d3 cl ea
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00001820 b3 38 00 00 00 B o 81 c7 00 30 00 00 20 £33 | 6. o
00001660 24 OF 01 9 90 02 00 00  OF 01 33 68 02 00 00 b A
000016C0 b8 10 00 66 S dB 66 Ge CO 66 8 4D 66 Ge 0 66 | . F..F. F..f..f]
DISK cry RAM 00100150 00 00 00 00 00 0D 00 00 0O 0 F 54 76 €3 10 21 ST,
=) 0 4f e #
c F 37 7 9 oy
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0 K
o000 7a b5 o it
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Virtual Machine Monitor Layer

@ Kernel specific data structure definition
@ Kernel symbols (global variable)

@ Virtual to physical (V2P) translation

In Kernel 2

struct task_struct {

[188]
[192]
[356]
[360]
[364]
[368]
[372]
[376]
[380]
[384]
[428]

}

pid_t
pid_t

uid_t
uid_t
uid_t
uid_t
gid_t
gid_t
gid_t
gid_t

char comm[16];

SIZE: 1408

pid;
tgid;

uid;
euid;
suid;
fsuid;
gid;
egid;
sgid;
fsgid;
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The Semantic Gap
[Chen et al, HotOS’01]

“Services in the VM operate
below the abstractions provided
by the guest OS ... This can
make it difficult to provide
services.”

@ In HotOS’01, Chen and
Noble first raised the
semantic gap problem in
virtualization
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State-of-the-art in bridging the Semantic Gap

VMI
[Garfinkel et al, NDSS’03]

The Semantic Gap
[Chen et al, HotOS’01]

@ In NDSS’03, Garfinkel et
al. first proposed VMI,
demonstrated for IDS

@ Introspection routine is
based on crash utility

::::::::::::::
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VMI
[Garfinkel et al, NDSS’03]

The Semantic Gap Copilot
[Chen et al, HotOS’01] [Petroni et al, Security’04]

@ In USENIX Security’04,
Petroni et al. proposed
Copilot

@ Introspection routine is

based on manually
created code
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Target VM Monitor VM
@ In CCS’07, Petroni et al. User App
proposed SBCFI
. . . Target Kernel OS Kprnel
@ Introspection routine is

based on customized
kernel source code Virtual Machine Monitor
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@ In SP’08, Payne et al. —
proposed Lares
@ Introspection routine is

placed inside the guest == |
OS with special help I T :
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e In SP’11, Dolan-Gavitt et Seeurty YM | e
al. proposed Virtuoso Runtime Y ) Ca

@ Introspection routine is - | - User........
based on the trained w -
user level and kernel : ! I i
level code R Kernel
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VMST

[Our solution, SP’12]

>

The Semantic Gap Copilot
[Chen et al, HotOS'01] [Petroni et al, Security’04]

@ In SP’12, we propose
VM space traveling.

@ Introspection routine is
automatically generated
from the native user level
and kernel level code

Lares

Virtuoso
[Payne et al, SP’08] [Dolan-Gavitt et al., SP’11]
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Two Binary Code Reuse Based Approaches

Guest VM (GVM)

Secure VM (SVM)

Memory

ps netstat Kill P

>

S

E ~ n
\QQOQ/ @9 %
User Space User Space

Kernel Space Kernel Space

Hypervisor

Using a trusted sibling VM to intropsect the running guest VM.
@ Redirect kernel data [SP’12, VEE'13, NDSS'14]
© Redirect system call execution [USENIX ATC'14]
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Approach-I: Redirect Kernel Data

In-VM getpid Prog

1 #include <stdio.h> 1 execve("./getpid”,..) =0
2 #include <unistd.h> 2 brk(0) = 0x83b8000
3 3 access('/etc/ld.so.nohwcap™,.) = -1
4 int mainQ

5 { 23 getpidQ = 13849
6 printf('pid=%d\n",getpid(Q)); =c

7 return 0; 26 write(l, "pid=13849\n", 10) = 10

8 } 27 exit_group(0) =?




Binary Code Reuse
@00

Approach-I: Redirect Kernel Data

In-VM getpid Program

1 #include <stdio.h> 1 execve("./getpid”,..) =0
2 #include <unistd.h> 2 brk(0) = 0x83b8000
3 3 access('/etc/ld.so.nohwcap™,.) = -1
4 int mainQ

5 { 23 getpidQ = 13849
6 printf('pid=%d\n",getpid(Q)); =c

7 return 0; 26 write(l, "pid=13849\n", 10) = 10

8 } 27 exit_group(0) =?

@ Reuse the execution context of a native process in SVM.

@ When syscall getpid executed, redirects the data of
interest from the guest VM.
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Approach-I: Redirect Kernel Data
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[
ps  netstat kill P E
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Approach-I: Redirect Kernel Data

Guest VM (GVM)

Secure VM (SVM)
f
ps  netstat kill P E
¢ A | |2 @9“@

User Space User Space

Kernel Space Kernel Space
.data
@.11001
8

11,
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- -
- -
- _-
- - ”’
-~ -~
o s
Hypervisor -data
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Approach-I: Redirect Kernel Data

Guest VM (GVM)

Secure VM (SVM)
f
ps netstat kill P E
-~ >
¢ A | |2 @ (S u@,
User Space User Space
Kernel Space Kernel Space
? .data . .data
10111001 @ 11001
@10100 Bl
i 11,
go‘i@ 10101011
A - -
So S N - - PR -
~ ~ - -
~ ~ Pid -7
~ ~ \* - -
o 14
Hypervisor S< data
@111001
£010200
1"
10101011
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Approach-I: Design & Implementation

ps netstat Kill

Memory

Outer-Shell

User Space
Kernel Space

global
Dheap

I

% % % Kernel Code

Secure VM (SVM)



Binary Code Reuse
[ele] J

Approach-I: Design & Implementation

ps netstat Kill

Memory

Outer-Shell

User Space
Kernel Space

\ Dieap

i !

% % Kernel Code

Kernel Syscall Kernel Data Identification
Context Identification and Redirection

Binary Translation Based GVM Memory Mapping
Virtualization Layer and Address Resolution

Secure VM (SVM)



Binary Code Reuse
[ele] J

Approach-I: Design & Implementation

ps netstat Kill

Memory

Outer-Shell

User Space
Kernel Space

Kernel Code

Kernel Syscall Kernel Data Identification
Context Identification and Redirection

Binary Translation Based GVM Memory Mapping
Virtualization Layer and Address Resolution

Secure VM (SVM)
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Approach-I: Design & Implementation

ps netstat Kkill

Memory

Memory

Y

Outer-Shell

User Space
Kernel Space

User Space
Kernel Space

.heap

@.11001
1|
1.

10101011

D

Dheap

i i i Kernel Code
— :
T i T
' i i
v Y Y
Kernel Syscall Kernel Data Identification
Context Identification and Redirection
Xen/KVM/Vmware/VirtualBox/VirtualPC/HyperV

/OpenVZ/QEMU

global

Kernel Code

Binary Translation Based GVM Memory Mapping
Virtualization Layer and Address Resolution

Secure VM (SVM) Guest VM (GVM)
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Reuse

Approach-I: Design & Implementation

ps netstat Kkill

Memory

Y

Outer-Shell

User Space

Memory

User Space

Kernel Space

global
Dheap

Kernel Code

Kernel Space

.heap

@.11001
1|
1.

10101011

Kernel Code

e
Bid

N e

Kernel Data Identification
and Redirection

1

Kernel Syscall
Context Identification

Binary Translation Based
Virtualization Layer

GVM Memory Mapping

and Address Resolution e

Xen/KVM/Vmware/VirtualBox/VirtualPC/HyperV
/OpenVZ/QEMU

Secure VM (SVM)

Guest VM (GVM)
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Approach-II: Redirect System call Execution

In-VM getpid Program

1 #include <stdio.h> 1 execve('./getpid”,..) =0
2 #include <unistd.h> 2 brk(0) = 0x83b8000
3 3 access(‘'/etc/ld.so.nohwcap™,.) = -1
4 int mainQ)

5 { 23 getpidQ = 13849
6 printf('pid=%d\n",getpid()); oo

7 return 0; 26 write(l, "pid=13849\n", 10) = 10

8 } 27 exit_group(0) =2




Binary Code Reuse
000

Approach-II: Redirect System call Execution

In-VM getpid Program

1 #include <stdio.h> 1 execve('./getpid”,..) =0
2 #include <unistd.h> 2 brk(0) = 0x83b8000
3 3 access(‘'/etc/ld.so.nohwcap™,.) = -1
4 int mainQ)

5 { 23 getpidQ = 13849
6 printf('pid=%d\n",getpid()); oo

7 return 0; 26 write(l, "pid=13849\n", 10) = 10

8 } 27 exit_group(0) =2

@ System call is the only interface to request OS service.

@ Pushing the execution of getpid system call from SVM to
GVM.
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Approach-II: Redirect System call Execution

Guest VM (GVM)

Secure VM (SVM)
[
ps  netstat kill P E
é @A e | |3 @gw
User Space User Space
Kernel Space Kernel Space
.data
@ 11001
14
S
10101011

Hypervisor
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Approach-II: Redirect System call Execution

Secure VM (SVM)

Guest VM (GVM)

[
ps netstat kill P E
3 >
é @A e | |3 @ (S \@'
User Space User Space
Kernel Space Kernel Space
P .code g .data
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11110111 01,
10111100 Blw
10101011 10101011

Hypervisor
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Approach-II: Redirect System call Execution

Secure VM (SVM)

Guest VM (GVM)

[
ps netstat kill P E
3 ey >
é @A e | |3 @ (S \@'
User Space User Space
Kernel Space Kernel Space
P .code g .data
10111001 @.11001
11110111 Bl
10111100 1%
10101011 10101011
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~
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Approach-II: Redirect System call Execution

Secure VM (SVM) Guest VM (GVM)
. [
ps netstat kill P E
3 >
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Approach-II: Redirect System call Execution

Secure VM (SVM) Guest VM (GVM)
>
ps netstat kill P E’
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10111001 @.11001 10111001
11110111 Bl 11110111
10111100 1% 10111100
10101011 10101011 10101011

A ~
i ~) .code
Hypervisor *:fltfom 10111001
{01000 11110111
1" 10111100
10101011 10101011
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Approach-II: Redirect System call Execution

Secure VM (SVM)

Guest VM (GVM)

>
2
ps netstat kill P E
~ ey >
( A @ @ @ 2 @ g w
USM or s
Kernel Space Kernel Space
? _data .code . .data .code
10111001 10111001 #@.11001 10111001
@10100 11110111 Bl 11110111
1 10111100 11, 10111100
gm 10101011 10101011 10101011
~ ~ ~ ~ -
~ ~ ~ P
S SO~ Sw : -
~ S0 s - S<” .- P
~ ~ \* ~ - - > - -
~ Y \f\ d
i </ .data .code
Hypervisor e jode |
{01000 11110111
1 10111100
10101011 10101011
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Approach-Il: Design & Implementation
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Approach-Il: Design & Implementation

HYPERSHELL

BEO0

User Space

S

——>» Data
- == Control

Shared Memory

Library Space

Syscall Data

~“Exchanger— —|~
Syscall

Dispatcher

Kernel Space

Host OS

User Space

MgSlﬁmL

AracH

\
P \
P
\

\

Kernel Space

\
A

Syscall Data Helper Process
Exchanger Creator

|

)

Reverse
Syscall Execution KV M

Guest VM (GVM)

Hardware Layer




Binary Code Reuse
ooe

Approach-Il: Design & Implementation
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User Space Data
HYPERSHELL > - == Control
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Shared Memory

Library Space

Syscall
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Syscall Data
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Approach-Il: Design & Implementation
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Approach-Il: Design & Implementation
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Il. Out-of-Box Attack Recovery, Repair

| Rootkit | Targeted Function Pointer | Repaired? |
adore-2.6 kernel global, heap object X
hookswrite IDT table v
int3backdoor IDT table v
kbdv3 syscall table v
kbeast-v1 syscall table, tcp4_seq_show v
mood-nt-2.3 syscall table v
override syscall table v
phalanx-b6 | syscall table, tcp4_seq_show v
rkit-1.01 syscall table v
rial syscall table v
suckit-2 IDT table v
synapsys-0.4 syscall table v

Table : Rootkit Repairing with An Exterior [VEE’13] Tool.
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lll. Developing Out-of-VM Programs Natively

ps netstat Kill p apache mysql firefox D.
‘ 1
P

User Space User Space

Kernel Space Kernel Space

Secure VM (SVM) Guest VM (GVM)

In-VM getpid Program

1 #include <stdio.h>

2 #include <unistd.h> S

3 Introspection F:I‘;T\:H;QB

4 int main() .
5 { “\ Product-VM Semantic Gap
6 printf('pid=%d\n*,getpid());

7 return O;

8




IV. Writable VMI
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IV. Writable VMI

Evaluation
[ leJele]

Linux OS

A
i
[

9

Linux OS

Linux OS

[

'y

User Space

Virtualization Layer

Hardware Layer

Advantages
@ Only install the management utilities at hypervisor layer.
@ Automated, uniformed, and centralized management.
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In-VM Management: Existing Approaches
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In-VM Management: Existing Approaches

>ps >ps N >ps
- — . e i
|— eoe —— | —

Linux OS Linux OS Linux OS

Virtualization Layer

Hardware Layer

Disadvantages
@ Scattered, distributed

@ Install, update, and execute in each VM
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In-VM Management: Existing Approaches

User Space
>ps >ps . >ps
| - 0:-___ ->- s :-> @
|| === b ! = || -
1
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1| Linux0s i Linux OS 1| LinuxoOs

Virtualization Layer

Hardware Layer
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In-VM Management: Existing Approaches

User Space

>ps .
""" BT - > i @
oo o

L] —

N
1
1 1
1 1
i i
Linux OS i Linux OS i| tinuxos
1 1
i i ssh ]

Virtualization Layer

Hardware Layer

Disadvantages

@ Requiring the (admin) login password.
@ Requiring install the management utilities in each VM.
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mance Impact: HyperShell

Process S B(ms) D(ms) T(X) date X 011 012 1.09 mkdir [ v 0.10 0.19 1.90
ps X 133 542 4.08 w X 095 6.62 697 mkfifo | v 0.10 0.19 1.90
pidstat X 195 7.56  3.88 hostname v 004 0.06 150 mknod | v 0.10 0.19 1.90
nice v 007 0.11 1.57 groups v o021 0.62 295 mv v 015 0.31 2.07
getpid v 001 002 200 hostid v 016 0.56  3.50 m v 008 0.15 1.88
mpstat X 029 0.66 228 locale v 0.09 0.17 1.89 od v o012 035 292
pstree X 0.69 6.03 8.74 getconf v 0.09 0.34 3.78 cat v 007 0.18 2.57
chrt v 011 0.16 145 |[ System Utils [ S B(ms) D(ms) T(X) link v 007 0.13 1.86
renice v 011 0.18 1.64 uptime X 007 0.47 6.71 comm v 008 0.22 2.75
top X 50492 510.85 1.01 sysctl v 85 4272 5.03 shred X 072 0.92 1.28
nproc v 0.07 0.26 3.71 arch v 007 0.11 1.57 truncate | v’ 0.07 0.26 371
sleep Vo127 1.28 1.01 dmesg v 038 0.51 1.34 head v 007 0.15 214
parep v 089 472 530 Iscpu v 026 121 465 vdir v 063 395 6.27
pkill v 087 433 498 mcookie X 029 049 169 nl v 008 0.17 213
snice v 017 0.65 3.82 || Disk/Devices | S B(ms) D(ms) T(X) tail v 0.08 0.20 2.50
echo v 007 0.09 1.29 blkid v o014 0.61 436 namei | v 0.07 0.13 1.86
pwdx v 005 0.07 1.40 badblocks | v 0.35 044 126 whereis | v/ 2.05 486 237
pmap v 016 036 225 Ispci v 3140 3652 116 stat v o027 078 289
kill v 001 0.04  4.00 iostat v 045 1.04 231 readlink | v/ 0.07 0.12 171
killall v 062 3.03 489 du v o011 0.53 482 unlink | v 0.07 0.13 1.86
Memory S B(ms) D(ms) T(X) df v 016 035 219 cut v 008 017 213
free X 004 0.08  2.00 Filesystem | S B(ms) D(ms) T(X) dir v 007 020 286
vmstat X 019 0.33 1.74 sync v 807 6.53 0.8l mktemp | v 0.09 0.18  2.00
slabtop X 022 0.36 1.64 getcap v 004 008 200 rmdir | v 0.07 0.13 1.86
Modules S B(ms) D(ms) T(X) Isof v 331 6.12 185 ptx v o012 045 375
rmmod v 051 314 616 pwd v 007 0.11 1.57 chcon | v 0.06 0.12 2.00
modinfo v 048 1.54 3.21 Files S B(ms) D(ms) T(X) || Network | S B(ms) D(ms) T(X)
Ismod v 010 0.17 1.70 chgrp v 019 047 247 ifconfig | X 0.32 1.15 3.59
Environment | S B(ms) D(ms) T(X) chmod v 007 0.14  2.00 ip v 010 020  2.00
who v o014 072 514 chown v 019 047 247 route v 13865 15032 1.08
env v 007 0.11 1.57 cp v o011 027 245 || ipmaddr | v 0.13 034 262
printenv v 007 0.1 1.43 uniq v 0.09 0.35  3.89 || iptunnel | ' 0.09 029 322
whoami v o019 045 237 file v 087 172 198 nameif | v/ 0.10 0.21 2.10
stty v 011 046 418 find v 020 058 290 netstat | X 0.25 0.37 1.48
users v 009 053 589 grep v 035 2.14  6.11 arp v 014 0.24 171
uname v 009 0.11 1.22 In v 008 0.14 175 ping X 1502 18.2 1.21
id v 026 085 327 Is v 014 027 193 Avg. - 127 845 273
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Disk Introspection: FDE disk virus scanning
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Disk Introspection: FDE disk virus scanning

1. Encypted by dm-crypt
2.101,415 files
3. 1336.09 megabytes in size

r ©
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Disk Introspection: FDE disk virus scanning

1. Encypted by dm-crypt
2.101,415 files
3. 1336.09 megabytes in size

r ©

Clamav successfully detect two viruses!! J
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Comparison with the most related work

Q
o Voo &
systems <& & & £ ,‘?‘\Q,Q
VIRTUOSO X v X v X X v X X X

PROCESSIMPLANTING v vV V
PROCESSOUTGRAFTING Vv X
GEARS v VvV V

HYPERSHELL v vV Vv

x X N\ X
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Virtualization (Hypervisor) Layer Applications

Linux Win-7
S g User Space
Introspection 1 5 o T— s @
e MyS QL Exchange e
ProductVM |  JProductVi Linux 0S Linux 0S Linux 0S
I T x 0 ] =
! L] L} 1
| Virtualization Layer | Virtualization Layer
| Hardware Layer | Hardware Layer

@ Virtual Machine Introspection
@ Virtual Machine (Re)Configuration, Repair
@ Automated Out-of-VM Management
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Two Approaches to bridging the semantic gap

ps netstat kill p apache mysql firefox -
4 [ N C ser stacl
-
P
UserSpace Userspace
Kernel Space Kernel Space

Secure VM (SVM) Guest VM (GVM)
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Two Approaches to bridging the semantic gap

ps netstat kill p apache mysql firefox
( / N & C stac
P
UserSpace Userspace ]
Kernel Space Kernel Space
Secure VM (SVM) Guest VM (GVM)

Reusing (legacy) binary code with a trusted sibling VM to
intropsect the running guest VM.
@ Redirect kernel data [SP’12, VEE'13, NDSS'14] —
Fine-grained, slower performance

@ Redirect system call execution [USENIX ATC’'14] — More
practical, fast performance
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For Cloud Developers: No Gap, Everything is Native

i apache mysql firefox [—rp |
" ps ne/tstat kill p \ P /y q /
@ 000
User Space User Space -
Kernel Space 7 Kernel Space
Secure VM (SVM) Guest VM (GVM)

In-VM getpid Program

1 #include <stdio.h>

2 #include <unistd.h> S

3 Introspection F:I‘;T\:H;QB

4 int main() .
5 { “\ Product-VM Semantic Gap
6 printf('pid=%d\n*,getpid());

7 return O;

8
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Fio ptions view Shut Down Help.

PID | Sessin D Memusage  VMsme  Baserrl
g X

[ show processes From all usors

5

Applicarions | Processe= | performance || Metworking | Users
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1686 GNU/Linux

©©@ QEMU-KVM

00:00 bash
00:00 ps
&

TIME CHD
00:00 hash
00:00 vi
00:00 vi
00:00 ps
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